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1 Assumptions 
The following assumptions have been made prior to this install; 
 

Linux (preferably Debian) operating system 
Correctly functioning IP routing layer 

2 Required software 
Install the Wireguard VPN software for your distribution; 
 

Debian: apt install wireguard-dkms 
RedHat: yum install wireguard 

3 Create configs 
The simplest way to create the initial configuration files is to use the WireGuard Config 
Generator tool found at https://www.wireguardconfig.com/ Create your initial config as in the 
example below. Ensure to remove the pre-populated Post-UP and Post-Down rules. 
 

 
Ensure that the “Client Allowed IPs” field contains ONLY the 44Net networks you wish to 
support. 44Net is not in the ISP business! 
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https://www.wireguardconfig.com/


 
Further down the page you’ll see a printout of your configurations and a link to download them 
as a .zip file. There is one config file for the server and additional config files for each client. 
These files are all unique. Each client will require a unique config file. 
 

 
 

Transfer the .zip file to your HamGate placing it in the /etc/wireguard directory. 
 
Unzip the config file into the /etc/wireguard directory. A subdirectory called “configs” will be 
created which contains all of the required files. Copy the server.conf file from 
/etc/wireguard/configs to /etc/wireguard. You may rename it to something useful if required. NB: 
the name of the config file becomes the name of the network interface created by the VPN 
server. 
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4 Adjust configs 
Ensure that the VPN is not running by doing ‘wg-quick down [server config filename]’. This must 
be executed before every adjustment. If you do not do this, a restart of the VPN will create 
errors as changes will not be removed before they are inserted. 
 
It may be necessary to make adjustments to the config files created by the config tool. As 
created, the configs only allow the server to talk to a given IP address issued to a client. If your 
client has (insert pronoun here) own subnet that they wish to connect to the VPN then an  
allowance must be made for this in the server config file. While you’re at it make a few notes in 
the file so that you know what belongs to whom. A demonstration is shown below. 
 

 

5 Test configs 
Run the VPN by executing ‘wg-quick up [server config filename]’. If all went well a few lines of 
config will appear as WireGuard makes the necessary adjustments to your routing table and 
creates the VPN interface. 
 

 
 

To check the VPN is running do an ‘ifconfig’ and look for an interface with the label of your 
config file (44netvpn in our example).  
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On your test client, copy a config file from the /etc/wireguard/configs directory on your server to 
/etc/wireguard on your client machine.  
 

 
 

Start the client in the same way as you did on the server with ‘wg quick up [client config 
filename]’. You should see some lines telling you that the VPN is installing routes etc. 
 

  
 

Confirm the link has been established by ‘wg show’. 
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Now traceroute to a device you know to be on the 44Net. This demonstrates that not only does 
the VPN link work but that you are traversing the 44Net rather than the public Internet. 
 

 
 

The first hop of the traceroute will not resolve an IP address as this is the VPN server. 

6 Autorun VPN at boot 
It would be a good idea to bring up the VPN every time the host server is rebooted. Follow the 
below howto for further details. 
https://www.ivpn.net/knowledgebase/linux/linux-autostart-wireguard-in-systemd/ 

7 Overcoming NAT issues 
NAT: it's a fantastic solution while at the same time it's a PITA! The problem is this; A client is 
behind a NAT router (eg cable modem at home). Every time a connection is made out of their 
network a timer is started on the connection by their firewall/router. If there is no VPN traffic to 
send WireGuard will not transmit anything and so the firewall/router will close the connection 
after the timer expires. 
 
This can be overcome by forcing the client to keep the connection open with a “keepalive”. If 
keepalives are required edit the client config file as in the example below by adding the 
PersistantKeepalive statement. A value of 25 seconds is usually enough. 
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